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White paper contains:

v" Four core use cases that can be used to establish the
core requirements for integrating SDC-enabled
devices and systems into IHE TF.

v" Appendix identifying and referencing the large body
of use cases that have been developed to understand
interoperability of devices in high acuity healthcare
contexts.

Key Questions:
v Right (4) use cases to target?
v' Folded into TF-1? Where?

v Level of detail in white paper — actor diag?
transactions? High-level only (like QH example)?

2019.07.03 SDC@IHE White Paper — Topics for Discussion
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Example #1: Functional Endoscopic Sinus Surgery (FESS)

John Miller (13yrs, m) has chronic rhinosinusitis, which is an inflammatory condition in which
the nose and his left maxillary sinus is swollen and the drainage of the mucus is prevented.
John’s chronic rhinosinusitis doesn’t respond to medication anymore. After consulting with his
physician, he and his parents decide to resolve the issue with a Functional Endoscopic Sinus

Surgery (FESS). The FESS will be done in as a day surgery, so that John can get home in
the evening.

Before the day of the surgery, a CT scan is taken that is used to guide the surgeon during the
surgery.

In order for the surgery to start, John is put under general anesthesia and monitored with a
patient monitor by a pediatric anesthesiologist, esp. his mean arterial blood pressure which
has been reduced in order to provide optimal visibility of the surgical field due to reduced
capillary bleeding.

During the intervention, the Surgeon has a constant view of the patient's vitals (including
MABP) and the control functions to execute the intervention.

During the procedure one of the surgical devices has a technical issue. It generates a
technical alert which notifies the responsible biomedical technician. He/she decides to
replace the device and connects it to the network where it is automatically discovered and
configured allowing the intervention to continue.

There are no additional technical or clinical problems, the surgery is a success and John can
go home with his parents.

NOTE: Proposed for the HIMSS20 SDC Showcase Demo

2019.07.03 SDC@IHE White Paper — Topics for Discussion )



Integrating

the Healthcare Core Use Case ExampleS

Enterprise

IHE

Example #2: NITRD ‘19 MDI Use Case

NITRD.1 — Seamless changes of medical devices
NITRD.2 — Capture of data and settings

NITRD.3 — Supervisory control established

NITRD.4 — Autonomous patient therapy

NITRD.5 — Data flows through the Continuum of Care
NITRD.6 — Capture of equipment configurations
NITRD.7 — Black Box Recorder

Source: https://www.nitrd.gov/nitrdgroups/index.php?title=Medical-
Device-Interoperability-2019
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Example #3: SDC to Enterprise

Device to Device ]

AlertSystem
- SafetyClassification MedB or MedC

- performs SelfCheck

- checks ion to SdcAlertConsumer
- PresentAlarmConditions lists as second channel

‘Will generate alarm locally

maybe after Alarm Signal Generation Delay

until Prop-CSS (e.g. Single Audio Pause) received
if pause times out, the alarm will sound again

D

Will generate alarm locally
maybe after Alarm Signal Generation Delay
until Prop-CSS (e.g. Single Audio Pause) received
if pause times out, the alarm will sound again

AN

«SdcAlertProvider»
Patient Manitor .

Infusion Pump

[ 77 77| Ventiator %

A

Wil generate no audible alarm locally
- if SDC-DC messages are received within
defined confirmation timespans

PROP-AR

PROP-CSS

E..{erprise}
\ SDC Gateway
(=] (]
«SdcConsumer» «AR>» [T1
SDC Praxy Consumer Alert Reporter ||
Prop InfPump Gatewa)
Ny 3 3 v B
o o)
«PropConsumer» «AR>»
Consumer Alert Reporter
Prop Vent Gateway
o (m|s,
[ «PropConsumers «AR»
Consumer Alert Reporter

PCD-05

PCD-04

PCD-05

PCD-04

PCD-04

PCD-05

PCD-04

PCD-04

PCD-04

«ACON>»
Alert Cansumer.

«ACM>»

PCD-07

PCD-06

FHIR

FHIR Repo

FHIR

a
Alarm Analysis Tool -

_ _ | Analysis the alarm situation
will include also the response status

Source: IHE PCD Quiet Hospital initiative; HIMSS 20 Showcase
proposal; graphic is version 3 — work in progress
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Example #4: SDC with DoF (PoCD / PHD)

DoF P3E: Overview Graphic

Personal Health Point of
Device (PHD) FHIR Care

Device

Hi7v2  (POCD)

I FHIRI ....... 2 '
FHIR a
i RPersonal @ Point of
Health 0$ ﬂ Care

Device Device
(PHD) HL7 V2 (POCD)

,'
IHE@ IHE USA NA PAT18 ™ Devices on FHIR™ 2018.01.16-17

Source: IHE DoF PAT ’18 + HL7 FHIR DevDays
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SDC Core Elements:

v' Standards set (baseline & in-process)

v' General Architecture (device-to-device w/ Gateway)
v' TF-1 Functions: reporting, alerting, controlling

v' TF-2 Functions: Core SDC services

Key Questions:
v Safety, security & risk mitigation for Key Purposes?
v Device Specializations?
v' Imaging integration?
v

2019.07.03 SDC@IHE White Paper — Topics for Discussion 10
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The concept of a

clinical workplace service-oriented Actors?
medical device architecture Service

Description

Service

transfers the concept of a Registry

service-oriented architecture

2. Find 1. Publish
to the domain of |
Service
distributed system of medical devices o 1 eDescrlptlon
for one clinical workplace. Consumer - Provider

(Sources: SDC overview presentations)

|
Ventilator Feed pump Smart App ICU bed
Med. Dev. Med. Dev. Service Med. Dev.
Service Service Consumer Service
i
(0]
- L
Device J\/L J\/L J\/L J\/L ¢
At _UNAT— 1.l — — OSNANRATAA P e — e )
U nnuadl vvulnNnJiauc OUIVIL /M DAUunNvULIC ; 4
3
to- :
n
D e V I Ce Dialysis Infusion Pump| [Vital Signs Monitor|
Med. Dev. Med. Dev. Med. Dev.
Service Service Service

Conceptual view of a SOMDA for a clinical workplace
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(Source: SDC overview presentations)

POINT OF CARE HOSPITAL IT

T
PACS
E e.g. HL7 or
communication Gatevvay \ exchange a?ﬁfitl?r;aagt?oc;lf healthcare
=S
== ﬁﬁ
a = e
E Billing Lab
SDC Point-of-Care Context IHE “Enterprise” Context
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Hospital
b HIS PACS CIS LAB
a
-
8 —
g HL7v2, HL7 FHIR, DICOM IZ_IE.I
Bedside B
Device 5
O
o Aggregator
© ISO/IEEE 11073
O
4—
)
_‘é’ Dialysis Infusion Patient Anesthesia Surgical
8 Machine Pump Monitoring Workstation Devices

(Source: SDC overview presentations)
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IEEE 11073 SDC

O

pec

Modular Specialisations for
Point-of-Care Medical Devices

HF Device

P11073-10721

P11073-10723
Endo Light

P11073-10724
Insufflator

P11073-10725
Endo Pump

P11073-10720
ModSpecs

IEEE P11073-10700
Base Key Purposes

Soon!

x

g v

S =

y o
Next! et

o €

w2
Now! .

2019.07.03

IEEE 11073-20701-2018
Architecture & Protocol

IEEE 11073-10207-2017
Domain Information and Service Model

IEEE 11073-20702-2016
Medical DPWS

a

Device Specialisations

Key Purposes

Core Standards

IEEE 11073
SDC Family +
Foundational
11073
semantics

Note: SDC
specializations
allocated 11073
-1072x to -10799.

(Source: SDC
overview
presentations)
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Based on L
IEEE 11073-10201 b Tt xL
Information Model b o

2019.07.03
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(Source: |IEEE 11073-10207)
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Questions:
1. Maping of BICEPS Services to TF-2 transactions ...

BICEPS SERVICEs | GET SERVICE

o
SET SERVICE

O
DESCRPTION EVENT SERVICE

O
STATEEVENT SERVICE

o

%CNTEXT SERVICE 11073 BICEPS Services

WAVEFORM SERVICE

o _. GET GET

CONTAINMENT TREE SERVICE

o

ARCHIVE SERVICE —@sET SET/ACTION Q——
—.ACTION Waveform .—

o
—@CREATE PHI O—

LOCALIZATION SERVICE
o
—@nDELETE
Figure 12—SERVICEs defined to let SERVICE CONSUMERSs
gain access to the MDIB ——@ EVENT REPORT EVENT REPORT Q——

X73 CMDISE

"
0
S
S
E
o
n
(72
o
w
o
(11]

(Source: 11073-10207) (Source: SDC overview presentations)
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1. Map MDPWS Services to TF-2 transactions also?

2. Security Considerations section?
3. Relationship to ITI WS-* Appendix (used for DEC @ IHE-KR CAT)

(Source: SDC overview
presentations)

2019.07.03

= DPWS:2009* is the core of MDPWS
— OASIS standard (since 07/2009)
— Utilizes a subset of the WS-* standard
— Covers
= Service discovery,

Interface description,
» Messaging,

Event propagation, and
= Secure information transmission
— Designed for resource-constrained devices

= MDPWS

— Added some missing parts e.g. safe
transmission of control requests

*See https://www.oasis-open.org/committees/ws-dd/

Device 1

Service 1

- messaages

Client 1 N .

| vmmmv““‘ // 1/
Client 2 // /

7

TN | Sewicez
OO\
SO\ "t;‘
\\ Device n
\\

\.
\
\

Service 2

Service 1

\ Service 2

\

i

Service y

Application Specific Protocols

WS-Discovery ' WS-Eventing

WS-MeladataExchange/ |
WS-Transfer

WS-Security, WS-Policy, WS-Addressing

SOAP-over-UDP, SOAP, WSDL, XML Schema

HTTP
TCP

UDP

IPv4 / 1Pv6 / IP Multicast
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Questions:
1. Where to include these MDPWS extensions?

fi : i e WS-Streaming based ) e Safe & reliable data N e Access control for
Profile optlons. on SOAP-over-UDP exchange based on critical operations
1. Binary XML? for (numeric) data - WS- « Secure transmission
. . streaming Safetylnformation
2. Secure exchange? * Maybe unreliable - e.g. Dual Channel
3 * Multiple receivers - Liveliness assurance
Waveform Patient . Access
Streaming Safety ’)P Control

( . . ) ( . .
* XML Manifestation  Policy assertions

doesn‘t need to be « Limit options in DPWS
UTF-8 spec

* Optional binary XML « New Device Type for
(EXI) for reduced Discovery

message sizes

Compression

(Source: SDC overview
presentations)

General @

2019.07.03 SDC@IHE White Paper — Topics for Discussion 18
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Service

Description
Service
Registry
2. Find 1. Publish
Service
Description
Service Service
Consumer Provider
3. Bind

Basic Discovery &
Exchange

(note: distributed
“registry” architecture)

SDC Standards &
Functional Capabilities

2019.07.03 SDC@IHE White Paper — Topics for Discussion

: Device |
Client (Hosting Service) Ll
. | |
Hello announcement I Hello announcement |
L - |
I
[
[
Py Probe ! Probe»
ProbeMatch
<< Resolve Resoh‘e>
ResolveMatch
>
< ) o
< Retrieve Description >
<Interaction>
4.___ -
B B ;
| < ye announcement : ye announcement > !
Figure D.1—Exemplary message sequence for discovering a service
(Source: 11073:20702)
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Service
Description

Service
Registry

2. Find

Service
Consumer

1. Publish

Service
Description

Service
Provider

3. Bind

Integrating
the Healthcare
Enterprise
Vital signs
monitor
1
L. Probe 1 Probe
Match Retrieve
GetMDIB MDIB =
< Capability
GetMDIBResponse Description
<interaction> o
) Get "
Events
Waveforms = =
S I Vital signs
1 monitor
e s b
1 StringMetric SM; |
| &
L_Qv.0d !l | g
Exemplary Discovery sequence
<
| StringMetric SM; |
L__OVv:0ld___|
| StringMetric SM; |
L__OV.,0ld"___|
| StringMetric SM; |
L__OViNew' |
T
(Source: SDC overview
presentations)
2019.07.03 SDC@IHE White Paper — Topics for Discussion

Subscribe InvocationReport

SetString (SM,, “New *)

SetStringResponse(tn=1, QUEUED)

>

InvocationReport(tn=1, STARTED)

InvocationReport(tn=1, FINISHED)

EpisodicMetricReport(SM;, “New”)

\4

Remote invocation via Set Service

20
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Mapping considerations:

v IHE TF Volumes & Components (traditional)

v' Scale from basic SDC to specializations to therapeutic
protocols & clinical workflow

Key Questions:

v" Where to present SDC architecture content (TF-1/2)?
v Profiling: Family vs. Profile vs. Options

v" How to relate to existing IHE PCD profiles for
reporting, alerting and (limited) controlling @
Enterprise context?

2019.07.03 SDC@IHE White Paper — Topics for Discussion 22
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#1 Challenge for SDC@IHE
IHE TF-1‘fi1;roperability Profiles:

v Perspective: Primarily clinical

v" Actors / Transactions / Options / Constraints /
Dependencies

v' Use Cases / Process Flows / Sequence Diagrams
v" General Principles / Concepts (see XDS.b ITI TF-1)
v Implementation Strategies / Considerations

IHE TF-2 — Transactions:

v Core tech reference detail to SDC standards

IHE TF-3 — Semantic Content:

v" General terminology use to device specializations

v Value sets bindable to actors & transactions
2019.07.03 SDC@IHE White Paper — Topics for Discussion 23
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The “XDS on FHIR” Option - MHD in an XDS Environment

‘Conversion’ of MHD transactions into XDS transactions
These are tests run by MHD actors that have this capability.

1
@\\’\e Patient
o Identity
\J’\O( Source
(\a\og ‘ MHD_70_DocResponder_XDSonFHIR
2
o XDS D t XDS MHD
R o'CttJmen |< Document | Document
o egistry ITI-18 qry| Consumer | Responder
MHD_70_DocRecipient_ XDSonFHIR
ITI—42T A
MHD XDS
Document | Document 4;| XDR’SeES:ittj;nr;m |q ITI-66}find
Recipient | Source ||T|-4] ITI-43 retrieve ITI-67| find
ITI-65Isubmit ITI-68|retrieve
MHD]21 Create [TI-65_CompMetadata
MHD MHD
Document Document
Source (Source: IHE NA CAT19 Monitor Training) el L




IHE

Profile(s):
SDC or DPI? (analogous to XDS.b) or

v

NN AN

Mapping Questions from June 27 ...

2019.07.03

Enterprise

retane  SDC Mapping to IHE TF

L
MdDescription
1
1

|ICE or D2D ...

SDC-Reporting, -Alerting, -Controlling profiles?
Streaming as an option or a profile with options?
Actors: Provider, Consumer, Registry ...

Grouped Actors: Gateway, IHE PCD DEC/ACM/...
Functions — At clinical level ...

Discovery & Assoc.: Register Services, Find Services, Bind /
Subscribe Services ...

Publish / Report: Parameters / Alerts (vs. polling)
Invoke Operation / Set Parameter (control)
Stream Waveforms

. (see earlier SDC Overview slides)

SDC@IHE White Paper — Topics for Discussion 49)
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SDC@IHE Profiles

v' Rationale for Multiple Profiles
« Complexity management @ Actors, options, etc.
* Analogous to other PCD, ITI| approaches
v' Base SDC Profile
» Core SDC connectivity
« Options incl. security, compression, streaming, ...
v" Reporting / Alerting / Controlling Profiles
» Options focused on each of the four core functions
* Incl. grouped “gateway” actors & mapping
v SDC or DPI oS ERGIRiES .

SDPi - Service-oriented Device Point-of-Care Interoperability
(mashup of SDC & DPI)

2019.07.03 SDC@IHE White Paper — Topics for Discussion 26
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Example Base Profile Actors & Transactions
Base Profile [Mand])
Discovery & Association (DNA) [Mand])
B i e ———— «ServiceProviders SDC-EDISC «ServiceConsumers
Service Provider SDC-IDISC _—>| Service Consumer
|Get State [Mand])
- (R) GET Semice +) SDC-DSUR
- (C) DESCRIPTION EVENT SERVICE | — — — = — = — — — — — - «GetServiceProviders « ServiceProviders (opt.) SDC- «GelServiceConsumers «ServiceConsumers
- (0) LOCALIZATION SERVICE MDIB Provider b SDC-GET | MDIB Consumer
Context Provisioning [Opt])
- (R) CONTEXT Senvice without SetContextState 'ﬁ— ——————————————— « ServiceProvider » (opt.) SDC-CTXT «ServiceConsumer»
Context Pravider Context Consumer

(Source: Stefan Schlichting)

Profile: SDPi
v Basic PoC device-to-device service discovery &

network organization

S e v’ Mandatory, Conditional & Optional capabilities
0C-EDSR]SDG Episod Device State Repor v Dependencies incl. CT for NTP time sync

N T — v’ Includes linkage PCIM “gateway” capabilities
SDC-DSUR |SDC Device Structure Update Report

SDC-CC SDC Device Control Command

[BEC-CCR"|S0C Bevice Gomiol GommandiRepo]  SDC@IHE WhitelPaper=slopieSHoRBISCHSSIaN 27
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Example Reporting Profile Actors & Transactions

Reporting Profile [Opt]/

Episodic Device State Reporting [Mand]J

- (R) STATE EVENT SERVICE
- (C) DESCRIPTION EVENT SERVICE

Bf ________________ «DSR» SDC-EDSR «DSC»
Device State Provider Device State Consumer

Periodic Device State Reporting [Opt]J

- (R) STATE EVENT SERVICE 'ﬁ

«DSR»

Device State Provider

SDC-PDSR «DSC»
Device State Consumer

Retrospective Query [Opt]/

- (R) ARCHIVE Senice % ——————————————— «GetServiceProvider» « ArchiveProvider» SDC-GAD «GetServiceConsumer» « ServiceConsumer»

Retrospective Data Provider Retrospective Data Consumer

Message

Description

SDC-IDISC

SDC Implicit Discovery

SDC-EDISC

SDC Explicit Discovenry

SDC-EDSR

SDC Episodic Device State Report

SDC-PDSR

SDC Periodic Device State Report

SDC-GDS

SDC Get Device State

SDC-DSUR

SDC Device Structure Update Report

SDC-CC

SDC Device Control Command

SDC-CCR

SDC Device Control Command Report]

(Source: Stefan Schlichting)

Profile: SDPi-Reporting
v Basic PoC device-to-device information exchange
v Options can include periodic updates (vs. episodic)
or Archive Service to support data logger functions
v’ Includes linkage DEC “gateway” capabilities
(consider bidirectional DEC + DEC:DOF use)

SDC@IHE White Paper — Topics for Discussion 28
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Example Base Profile Actors & Transactions

Device Alarm Profile [Opt])

Episodic Device Alarm Reporting [Mand])
- (R) STATE EVENT SERVICE - EpisodicMetricReport B]— —————————— «EDAP» SDC-EDAR «EDAC»
Episodic Device Alarm Provider Episodic Device Alarm Consumer
Periodic Device Alarm Reporting [Opt‘l)
- (R) STATE EVENT SERVICE - PeriodicMetricReport BI— ——————————— «DAR>» SDC-PDAR «DAC»
Periodic Device Alarm Provider Periodic Device Alarm Consumer

(Source: Stefan Schlichting)

Profile: SDPi-Alerting
v" Alerting support around the PoC
v Supports “alert delegation” option
v Includes linkage ACM “gateway” capabilities (see
Quiet Hospital initiative examples)

Message |Description
SDC-IDISC | SDC Implicit Discovery
SDC-EDISC|SDC Explicit Discovery
SDC-EDSR [SDC Episodic Device State Report
ISDC-PDSR | SDC Periodic Device State Report
SDC-GDS | SDC Get Device State
SDC-DSUR [SDC Device Structure Update Report
SDC-CC SDC Device Control Command
BDC-CCR [SDC Device Contral Command Report|  SDC@IHE White Paper — Topics for Discussion 29
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Example Base Profile Actors & Transactions

Device Control Profile [Opt])
External Device Control [Mand]J
SDC-ACTIVATE
-(R)SET Seviee W ______| «ECP» SDC-SSET I «ECC»
- (O) Safe Data Transmission (MDPWS) dar .
External Control Provider SDC-CCR _—»| Bxternal Controller
External Device Context Control [Opt]/
- (R) Context Service- SetContextState j' _______________ «ECP» SDC-SETC «ECC»
- (0) Safe Data Transmission (MDPWS) External Control Provider | j—_ SDC-CCR > External Controller
____SDCCCR___

(Source: Stefan Schlichting)

Profile: SDPi-Control
v Enables device-external control services

v Supports “safe data transmission” capability

, = v Could include gateway linkage to PIV
Message |Description
SDC-IDISC | SDC Implicit Discovery
SDC-EDISC|SDC Explicit Discovery
SDC-EDSR|SDC Episodic Device State Report See “smart” device specializations below
ISDC-PDSR | SDC Periodic Device State Report
SDC-GDS |SDC Get Device State
SDC-DSUR [SDC Device Structure Update Report
SDC-CC SDC Device Control Command
[BRC-CCR_[SDC Device Control Command Reportl) SDC@IHE White Paper — Topics for Discussion 30
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_ e e 65 con
Grouped Actors:

B)
B)

D

Example: MHD_70_DocRecipient_XDSonFHIR

XDS on FHIR MHD XS

Document | Document
Recipient Source ||T]-41

Document |

Pi-R:Consumer + DEC:DOR —
Pi-A:Consumer + ACM:AR

Pi-R:Consumer + IPEC:DOR (w/PCD-10 mapping)

SDC@IHE White Paper — Topics for Discussion 31
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Open Questions:

v

NS OSSN

v
v

2019.07.03

ITI WS-* compare/contrast?

Use of NTP for SDC ref'd in SPDi @ CT dependency
Data logging? [Archive service w/ "Syslog” gateway]
PCIM @ SDC? [Base profile or reporting?]
UDI@SDC ... relevance?

SDPi, SDPi-Reporting / -Alerting / Controlling ... ??7?
S

DC @ DoF — As a gateway option on SDPi profiles?
Forward reference to the PoCD DoF IG
« Consider IHE (esp. ITl) @ FHIR-based Profiles

@ DEC DOF - include in examples, bidirectional!

SDC@IHE White Paper — Topics for Discussion 32
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meteatioe — [J@VICE Specialization Profiling

IHE Enterprise
SDC device specializations:
v' Rationale for device specializations in IHE TF
v |HE PCD Device Specializations: SDC, v2, DoF, ...

Key Questions:

v' TF-1 Profiles? (Vent @ SDC PoC, Enterprise, Home)
v' TF-3 content? (device specialization value sets)
v" Cover both SDC PoC & V2 Enterprise bindings?

2019.07.03 SDC@IHE White Paper — Topics for Discussion 34
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Specializations Rationale

v
v

v

v

v

Simplifies user adoption (vs. profile laundry list)

Allows for finer control of semantic bindings to device
actors and transactions

Provides for a consistent device view across use
contexts and IT tech

Serves as building blocks for clinical workflow and
therapeutic protocols

Note: Always trace back to core 11073 semantics
(See NIST RTMMSv2 Framework below)

2019.07.03

SDC@IHE White Paper — Topics for Discussion 35
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IEEE 11073 SDC

P11073-10723
Endo Light

P11073-10722
Endo Camera

P11073-10724
Insufflator

P11073-10721
HF Device

P11073-10720
ModSpecs

P11073-10725
Endo Pump

Example: High-Frequency Surgery Device

IEEE P11073-10700

|IEEE 11073-1010X
Nomenclature

Device Specialisations

Key Purposes

Base Key Purposes
11073-1 0700)
P g Tg |EEE 11073-10207-2017
PamCIpant g ° Domain Information and Service Model 'ré;
/ \ g g |EEE 11073-20702-2016 E;:
e} Medical DPWS
W<
Service Provider Service Consumer
11073-10701/" 11073-10702/ / 11073-10703 )
[Metric Provider IMetric Consumer IAIen Provider Alert Consumer [External Control Provider External Control Consumer
AV A v

11073-1072X/

|HF Surgery DeviceSpec

2

aMetricProviders
«AlertProviders
« ExternalControlProviders
«HFSurgProviders
« ServiceProviders
« Participants
HF Device 'A’

36

(Source: Stefan Schlichting)
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11073-10700/

P

articipant

/7 Service Consumer Service Provider
[11073-10702 )} / 11073-10701/ [17073-10703 \

Alert Consumer Alert Provider Metric Consumer' Metric Provider External Control Consumer External Control Provider
A/
«(AlertConsumer, AR) » eAletConsumers :ﬁ:;ﬁ%%’:;}%‘z;
«(Metncc_onsumer, DOR) » «Merr(cConsumer» T
«ServiceConsumers «ServiceConsumers e
« Participants « Participants “ «Participants
Enterprise Gateway Smart Display Smart Control

(Source: Stefan Schlichting)

Smart” Devices —
Service Consumer & Provider

2019.07.03 SDC@IHE White Paper — Topics for Discussion S/
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IHE

Conformity Assessment considerations:
v' |IHE CA Conceptual Framework (CAT to certification)

v Tooling Architecture

v' Conformity at the PoC device interface as well as to
enterprise endpoints

v' Ensuring support path for regulatory filings?
v Interoperability across a SOMDA & Enterprise

Key Questions:
v' RTMMSv2 and Beyond

v Integration of SDC community “external’ test tooling, esp. to
Gazelle?

v" Near term vs. 2+ year approach?
v

the Healtheare SDC CA Framework

Enterprise
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u n
NIST Validation Tools Today — V2 / Future — CDA etc.
Testing Resources
e Standard Constraints
‘- © General-
purpose
Single Standard Constraints and Test Validation
scf>urceh wimsmean o ae Case Constraints Tool
or trut sSesmes s
J '.'..':.'.'.':.- ".'..':.':.' (GVT)
) = O Test a
@ | TCAMT Plan ®
IGAMT NIST
G| Testing _ :
--.-.::.-:.':- Infrastructure | . T:stlr -
0 & Framework "Ja‘ (We:c:\:ps)
¥ Rest API
@ v Web Services
¥ Validation Jar
Standard Constraints and Data Quality Constraints @ ¥" Source Code
T ; Used to integrated in 3™ | I
T K party environments
(Source: John Garguilo / NIST Updates to HL7 DEV WG)
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J

- v
i S
~

Tester
1

|

System Under

h Report
¥ ®

Specification

l

Test Case

Test Object ]—

—

timulus or Response

%

Test Testing Tool
Progress from standalone
to networked P2P
Peer-to-Peer

2019.07.03

System Testing
(a la SOMDALI)

(Source: John Garguilo / NIST Updates to HL7 DEV WG)

|solated
System
Testing

X

[%2]
<
@,
)
3

Under Test

1

(2
<
(]
s
@
3
o
=

Under Test k

: =

System
Under Test S

Test Case

Test Object %

Testing Tool
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Phase 1: Capabilities Testing (conformance Testing)

Vendor Product

Results
Pass/Fail

¥ ®
v

Testing Tool

1t

Test Cases
Tester

Phase 2: Capabilities Testing (Conformance Testing)

Results
Pass/Fail
¥ ®
Installed v

Vendor Product Testmg T°°I

Test Cases
Tester

Phase 3: Site Specific Testing (interoperability Testing)

Site A Site B

=0

Installed

W:I)rklng lntclerfa;:e erles
Certified Product fggzg”,zfnee’?g Certified Product ‘Conformance@Interoperability

Site A Specific:
+ Revised Test Cases
+ Local Requirements
» Local Regulations

Site B Specific:
+ Configuration
» Local Testing

» Results » Local Regulations

» Revised Test Cases « Configuration
+ Local Requirements « Local Testing

Certification Criteria: A
» National Requirements
(National Profile)
0O
« Vendor Product g
(Test Environment) 8,
-
B S =,
Certification Criteria: QO
-
+ Add Local Requirements 8
(Implementation Profile)
» Vendor Product
(Configured and Installed)
—
=
(o
Q)
=]
‘ If A'is “Conformant” and .8
if B is “Conformant”, it o)
does not imply that A and =1
Q
’ B are Interoperable o
E
<
+ Results v

(Source: John Garguilo / NIST Updates to HL7 DEV WG)
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Proposed Framework to support SDC profiling ...

the Realthcre IHE / NIST Tooling

=

RTMMS (v2)

-

\_

Terms, Co-constraints, Value
Sets, Common Hierarchical

1107 3-10xxx

Model Profiles

Term Management &

Governance App
(used by SDO)

~N

Term Reference App
(used by implementers)

-

IGAMT & GVT 1

/ Device Profile Tools \

4 HL7 A
[ FHIR | P
| HE-PCD (v2x) |

\ /

O O D\< Uses
Web Services

(various formats /
flavors)

o 0

g

/ 11073 Specializations\

-10201 “Classic”

J

N

-20601 PHD/Continua

J

N\

-10207 BICEPS

Under Development @ OR.net/PoCSpeC

=/

Note: Shim-aware

11073
Connectivity
Validators

2019.07.03

NOTE: Explanatory discussion in draft white paper.
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IHE TF Elements

class IHE PCD TF Elements /

Technical Framework

- Domain Aconym
- Domain Name Volame
@ - Title
1.
Profile Dependency ——< > - Vol_Num
- Deomain
- Profile ID
= ———1
| 1.
! I
1 Integration Profile
Capability primary Integration Transactions Semantic Content
qrean e - Aconym general description’ Profiles Volume Volume Volume
- Name
. X describes
optional extension
0.*
3 Ba
Grouped Profile
Actor
= Content Component Rosetta Terminology Mapping
Specification Database
- Aconym Q - Alarm Conditions
Transaction N - Name - Enumerated Values
2 25 = \\ - Events
- Domain N - Parameters
Profile Actor Actor T S :? D N - Units of Measurement
2." 1.+|- ame
[>>(- Aconym \\ Content-Message Binding
- N \
2 Rzlr:e - Data Type Format Bindings
Profile Transaction - Message Element Bindings
2 - Initating Actor Optionality Message Profile
- ::nmaflr'\g Ad; - Conformance Profile incorporates
Fused Profile Actor - eceiving Actor 3 ;
- Receiving Actor Optionality S ’E;I::g:?ger |
- - Message
0.%
- Message Structure ID Device Specialization Device Document
Content Specification Content Module
Interacti Specification
g - Information Mecdel
Ask John G.!
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